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NOTICE INVITING TENDER

Tender No.:- IIFT(K)/IT/UTM/2021-22 Date:- 20/07/2021

Indian Institute of Foreign Trade is a Deemed University under Department of Commerce,
Government of India. For itscampus at Kolkata at Plot No. 1583, Madurdaha, Chowbaga Road
(Opp. Heritage School), Kolkata - 700107, the institute invites sealed tenders for:-

Name of work: - Supply, Installation, Testing & Commissioning of a Unified Threat
Management in Indian Institute of Foreign Trade at Kolkata Centre

Estimated Cost of Work : Rs. 06.30 Lakhs
0) EMD : Nil
(i) Performance Guarantee : 5% of tendered
amount Time of completion : 6 (Six) Weeks

Sealed tenders are invited for above mentioned work from reputed Companies / Suppliers /
Manufacturers for purchase of Unified Threat Management (UTM) for web and Lan security in
Indian Institute of Foreign Trade at Kolkata Centre as per details given in tender document.

Tender complete in all respect should be sent to The Section Officer, Indian Institute of
Foreign Trade (IIFT), Plot No. 1583, Madurdaha, Chowbaga Road (Opp. Heritage School),
Kolkata - 700107 by 3:00 p.m. on 30th July, 2021. Please note that the tenders shall be opened
on same day i.e. 4:00 p.m. on 30th July, 2021.The dealers/firms/suppliers/manufacturers are
required to go through the Terms and Conditions.

The tender documents can be obtained from Indian Institute of Foreign Trade (IIFT), Plot
No. 1583, Madurdaha, Chowbaga Road (Opp. Heritage School), Kolkata - 700107 on
working days. The tender documents can also be downloaded by visiting tender section of

Institute*s Website: www.iift.edu

DATE OF INSPECTION OF SITE: - 26th July, 2021, between 3:00 PM to 05:30 P.M.

Section Officer

Indian Institute of Foreign Trade

Plot No. 1583, Madurdaha,

Chowbaga Road (Opp. Heritage School),
Kolkata - 700 107
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1. BIDDING PROCEDURE

1.1 The dealers/firms/suppliers/manufacturers is referred to as “Bidder” and Indian

Institute of Foreign Trade is referred to as “Employer” in the document. The bid must
be submitted in two parts:-

(i) Part-1: Technical Bid (ii) Part-1l: Financial Bid

The bids must be sealed separately in two different envelopes, superscribing

“Technical Bid with EMD” and “Financial Bid”, as the case may be. Both the two sealed
envelopes must be placed in a big single envelope, duly sealed, superscribing “Bid for
Supply, Installation, Testing & Commissioning of a Unified Threat Management

in Indian Institute of Foreign Trade at Kolkata”.

1.2 The entire bid consisting of (i) Technical Bid and (ii) Financial Bid sealed
separately shall be submitted at Indian Institute of Foreign Trade, Plot no. 1583,
Madurdaha, Chowbaga Road (Opp. Heritage School), Kolkata - 700107 latest
by 03:00 p.m. on 30/07/2021.

1.3 INDIAN INSTITUTE OF FOREIGN TRADE or any person authorized by the
Institute reserves the right to accept/reject any or all the tenders without
assigning any reason whatsoever and in such case bidders/intending bidders,
shall not have any claim on Indian Institute of Foreign Trade.

2. ELIGIBILITY CONDITIONS

Tenders satisfying the following conditions will only be considered for further processing. The
bidders are required to submit a proof of the supporting document(s), wherever

required, failing which, the tender will not be considered.

2.1 The bidder should preferably be a Company registered in India.

2.2 The bidder should have valid Registration No. etc. with appropriate authority.

2.3 A bidder having any legal suit/criminal case pending against its proprietor or any
of its Directors (in the case of Private Limited Company) or having been earlier
convicted on grounds of moral turpitude or for violation of laws in force shall not
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2.4

2.5

be eligible. A declaration in this regard signed by the proprietor / Director or the
Chief Executive Officer of company. The bidder has also to attach an
undertaking annexed with the tender document that the firm has not been
blacklisted by any agency in India or abroad.

The bidder must be in possession of Permanent Account Number (PAN), GST,
Trade License, Company profile, Income Tax clearance certificate and any
other statutory registrations and/or licenses. The documentary proof of
registration to be submitted.

The bidder has to submit of “Bid security Declaration” accepting that if they
withdraw or modify their bids during the period of validity etc., they will be

suspended for the time specified in the tender documents.

All the documents are to be attached with Technical/ pre-qualification bid.

2.6

2.7

2.8

2.9

The tender should submit a list of their clients/customers (with complete name,
address of the firms and telephone no. of the contact person therein) for the
information of the institute.

The specifications of the quoted UTM should be strictly as per this tender
document and bidder should indicate the compliance (Yes / No) against the
items mentioned in the specifications in “Annexure — A”.

The bidder has to provide tender specific authorization from the OEM to quote

for the tender.

The bidder should in the trade of selling of UTM for at least three years.

Documentary proof viz. work orders, to be attached.

2.10

2.11
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The OEM appliance (hardware & software) quoted by the bidder, must have

regional presence for sales & support for prompt warranty support.

Bidder should submit detailed catalogue/literature of the quoted product.



2.12

2.13

2.14

2.15

The bidder has to submit a letter of authorisation from the OEM of the UTM in
ORIGINAL, confirming that the bidder is authorised to bid against IIFT's tender
indicating the Tender Number, etc., in the letter. Without this document, the offer

of the bidder shall be rejected at the Technical Evaluation stage itself.

The Bidder shall not have been banned/de-listed/black-listed from business by
any PSU, Government Department or Educational institution during the last five
years. A self-declaration in this regard shall be submitted.

The Bidder should have experience of at least two similar works (fresh appliance
delivery or existing appliance warranty/subscriptions contract renewal) during
last 03 years ending the last day of the month previous to the one in which the
tender/NIT/RFQ is invited. One of these should be a Govt./PSU/Educational
institution.

The bidder should have completed at least one similar work of 80% value of the
estimated cost or two similar works of 50% of estimated value or three similar
works of 40% value.

3 TERMS AND CONDITIONS

3.1

3.2
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The bidder has to submit of “Bid security Declaration” accepting that if
they withdraw or modify their bids during the period of validity etc., they
will be suspended for the time specified in the tender documents.

The prescribed tender document complete in all respect super-scribing “BID
FOR SUPPLY, INSTALLATION, TESTING & COMMISSIONING OF A
UNIFIED THREAT MANAGEMENT?”, shall be submitted in the office of Section
Officer, Indian Institute of Foreign Trade (IIFT), at Plot No. 1583,
Madurdaha, Chowbaga Road (Opp. Heritage School), Kolkata - 700107 by
3:00 p.m. on 30th July, 2021. Tenders shall be opened on same day i.e. 4:00
p.m. on 30th July, 2021 in the presence of interested parties.



3.3

3.4

3.5

6|Page

Supply, installation, testing & commissioning of Unified Threat Management is

to be executed at Indian Institute of Foreign Trade, Plot No. 1583,
Madurdaha, Chowbaga Road (Opp. Heritage School), Kolkata - 700107

)

rates.

i)

ii)

The tenderer must use only the forms issued by the Employer to fill the

Each page of the tender documents should be signed by the person or
persons submitting the tender in token of his/their having acquainted
himself/themselves with all Terms & Conditions of the Contract, Technical
Specifications, etc., as laid down. Any tender with any of the documents
not signed will be rejected.

The tender submitted on behalf of a firm shall be signed by all the partners
of the firm or by a person who has the necessary authority on behalf of the
firm to enter into the proposed contract. Otherwise, the tender may be
rejected by the Employer.

Tender shall contain full address, Telephone Nos., Fax No. for serving
notices / addendums required to be served to the Tenderer in connection
with the Tender.

i) The Tender Form and the documents attached to it shall not be detached one

from the other, and no alteration or mutilation (other than filling in all the blank

spaces) shall be made in any of the documents attached hereto.

i)

Rates should be quoted both in figures and words in columns specified in
the Proforma enclosed herewith. No figures or words should be
overwritten. Overwriting is not permitted and failure to comply with either
of these conditions will render the tender void at the Employer®s option.
No advice of any change in rate or conditions after opening of the tender
will be entertained. The rates written in words shall prevail in case of

discrepancy.



3.6

3.7

3.8

3.9

The Employer reserves the right to forfeit the EMD amount on non-
acceptance/noncompliance of offer in full or part or if IIFT feels that bidder has

mis-guided in any way.

The bidder shall quote the prices of items including all taxes, duties, levies,
fright, forwarding & installation or any other charges. No price revision/alteration
will be allowed after the receipt of the Bid.

The bid shall be valid for a period of 90 days from the date of bid submission.

Alterations, if any, in the tender document should be attested properly duly
signed by the authorized signatory and affixing seal by the vendor, failing which
the tender will be rejected.

3.10 Time of completion: Six Weeks from the date of issue of work order.

3.11 If the Bidder fails to complete the works by the period stated within the schedule

completion period as stated above, the contractor shall pay to IIFT a sum equivalent to

0.5% of the tendered cost per week or part thereof subject to a maximum of 10% as

"Liquidated Damages" for the period during which the said supply/works shall so remain

incomplete for the reason attributable to the vendor, Employer may deduct such

damages from any payment due to the vendor.

3.12 Successful bidder will have to adhere to the delivery schedule strictly. Employer reserves

the right to cancel the purchase order and forfeit the EMD if purchase order is not

executed within the stipulated time without any prejudice and right of Employer to take

any other action and to place the order with other party.

3.13 The successful bidder will be required to deposit a Performance Guarantee / Security

Deposit equivalent to 5% of the quoted value in form of bank guarantee for the peaceful

completion. The Performance Guarantee so submitted by the bidder shall be returned

by Employer within a month of expiry of Guarantee/Warranty/Defect Liability Period.
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3.14 Bidder should clearly specify that they agree to abide by the conditions of this tender
document on their printed letter head indicating here on GST Registration, Email,

Telephone numbers, etc.

3.15 Bids received after the specified date/time will not accepted. The Employer will not be

liable for any postal/courier and other delays in submission of the bids.

3.16 Incomplete bids will be summarily rejected.

3.17 Any conditions/terms given in the bid by vendors shall not be acceptable on the Indian

Institute of Foreign Trade.

3.18 The bidders are advised to visit the campus site as mentioned and get them self-
acquainted with the nature of work at site.

3.19 Canvassing in any form will be viewed seriously and if any tendered is found to be

resorting to such practice, the tender of such firm will be rejected.

3.20 IIFT reserves the right to accept or reject any or all offers without assigning any reason

thereof, and to amend the terms and conditions before award of the contract.

3.21 Tenderers must include in their rates, GST as applicable on works and any other tax and
duty or other levy levied by the Central Government or any State Government or any

Local authority, if applicable and prevalent during the entire contract period.

3.22 Financial Bids of only those bidders whose Technical Bids are found compliant/suitable,

will be opened.

3.23 The successful bidder must comply with all applicable statutory requirements under

Central and State Government laws and regulations.

3.24 Sub-contracting of the work is not permitted.

3.25 No joint venture or consortium of any kind is allowed for bidding.
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3.26 The successful tenderer has to ensure safety and security of the material deployed for
this job at their own cost till the handover the facility to Employer. The vendor has to
take care of all the existing installation and facility and has to ensure that there is no
willful damage to the same by them or its workmen. The bidder has to keep Employer

indemnified for any such damage due to the activity of the bidder.

3.27 Any removal of fixture, fittings and existing installation necessary for the execution of the
job has to be done with prior permission and under supervision of Employer or its
representative. Any such removal / alteration has to be made good by the bidder at its
own cost as per instruction of the Engineer in-charge.

3.28 No commitment to accept lowest or any tender: The Employer shall be under no
obligation to accept the lowest or any other quotation received in response to this tender
enquiry and shall be entitled to reject any or all offers including those received late or
incomplete offers without assigning any reason whatsoever.

3.29  All materials required to complete the work in all respect should be arranged by the
bidder.

3.30 The delivery, installation and commissioning of the equipment/services should be within
six weeks from date of issue of work order.

3.31 The hardware, software and licenses, service and support should be covered under
three years onsite comprehensive warranty from the date of satisfactory
installation and commissioning of the UTM.

3.32 The response time for attending the faults is two hours (maximum) after it is reported to
the bidder on defect liability period. The faults should be rectified within 24 hours of
reporting, failing which it will arrange standby replacement. Else the Employer shall
realise a sum equivalent to 1% per day of the order value of the UTM from the date of
report of unserviceability to vendor as a penalty by the way of deductions from Security
deposit amount.

3.33 The services to be provided on 24 x 7 basis.
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3.34 The successful bidder will have to sign an agreement with the Employer as per specified

format on a non- judicial stamp paper of Rs.100/- before taking over the contract.

3.35 The courts in Kolkata shall have the exclusive jurisdiction. Any disputes arising out of this

tender will be under the jurisdiction of courts of Kolkata only.

Payment Terms:

4.1 The payment will be made on receipt, acceptance and satisfactory installation
of new equipments.

4.2 The delivery, installation and commissioning of the equipment/services should
be within six weeks from date of issue of work order. No advance payment will
be made for installation of hardware/equipments.

4.3 The bidders claim for payment of bill shall be made in writing accompanied by
relevant document in respect of work executed and duly checked by Employers
representative.

5. Refund of deposits:-

5.1 The performance guarantee / security deposit shall be released within one
month after expiry of warranty / defect liability period of three year from the
recorded date of completion.

6. Force Majeure:
6.1 In the event of the Bidder / Employer being prevented from fulfilling its obligation
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or part thereof arising out of this contract due to any Force Majeure event like
acts of God (flood, earthquake etc.) or war, civii commotion, strike, etc., the
affected party shall forthwith but in no case later than 24 hrs. from the
commencement of such event, intimate the other party as to the
commencement of such event and continue to intimate after every 7 days during

continuance of such event. The affected party shall, upon cessation of such



6.2

event, promptly inform the other party and shall commence its obligation in part
or in full arising out of this contract, which was kept suspended due to such

events of “Force Majeure”.

However, the Bidder shall not be liable for forfeiture of its performance security,
liquidated damages or termination for default, if and to the extent that, it,s delay
in performance or other failure to perform its obligations under the Contract is

the result of an event of Force Majeure.

7. SCOPE OF WORK:

Installation, Configuration, Testing, Commissioning & Training

7.1

7.2

7.3

7.4

7.5

7.6
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The scope of work requires setting up Unified Threat Management for web and
LAN security by the vendor on the available IT network and its resources at this
Office.

Installation and configuration of Unified Threat Management for web and LAN

security.

The vendor has to integrate the UTM with the existing Mail/Web/Internet servers
running these services without any data loss (viz users, groups and web content

etc).

The configuration of the UTM appliance to derive fullest functionalities
mentioned under the heading “Technical Specifications for Unified Threat
Management” in “Annexure — A”. Each functionality of the UTM appliance

should be demonstrated to this Office.

The vendor has to impart training to this Office Computer personnel and
administer all the features of the UTM appliance, software, license update,
signature updates, backup/restore policy, log viewing, report generation, etc.
along with documented manual. The training is to be given at Office premises.

Customization of the solution as per the need of this Office.



ANNEXURE — “A”

(UTM — Unlimited user license)

TECHNICAL SPECIFICATIONS FOR UNIFIED THREAT MANAGMENT

Sl.

No.

Specifications

Compliance

(Y/N)

Remarks

(A)

Hardware Specifications

Should have 64 bit Multi-core Processing Technology with multiple
physical processors

Memory: minimum 8 GB and Storage: 120 GB SSD

Ports: 6x1GbE built-in Copper Ports, 2 Nos. 1GE SFP port from day one.
1 No. of FleXi Port slots for 40GE QSFP+ port support

(B)

Security Performance

Firewall Throughput: minimum 30 Gbps

IPS throughput: minimum 4.5 Gbps

VPN throughput: 2 Gbps

Concurrent connections: 6,000,000

New connections/sec: 100,000

B WN (-

NGFW throughput: 4.5 Gbps

(€)

General Management

Full command-line-interface (CLI) accessible from GUI, Role-based
administration

Automated firmware update notification with easy automated update
process and roll-back features

SNMP and Netflow support, API for 31 party integration

Backup and restore configurations: locally, via FTP or eMail; on-demand,
daily, weekly or monthly

Firewall, Networking & Routing

Stateful deep packet inspection firewall with fastpath technology

User, group, time or network based policies, Access time polices per
user/group

Flood protection: DoS, DDoS and port scan blocking, Country blocking by
geo-IP

Routing: static, multicast (PIM-SM) IGMP and dynamic (BGP, OSPF)

WAN link balancing: multiple Internet connections, auto-link health check,
automatic failover, automatic and weighted balancing and granular
multipath rule

Full configuration of DNS, DHCP and NTP, 802.3ad interface link
aggregation Dynamic DNS, IPv6 support, Upstream proxy support

Web Protection and Control

Fully transparent proxy for anti-malware and web-filtering

Should have an option for dual anti-malware scanning engine (preferable)

URL Filter database with millions of sites across 92 categories backed by
Labs

Surfing quota time policies per user/group, Access time polices per
user/group

Malware scanning: block all forms of viruses, web malware, trojans and
spyware on HTTP/S, FTP and web-based eMail
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Advanced web-malware protection with JavaScript emulation, Pharming

6 Protection
Live Protection real-time in-the-cloud lookups for the latest threat
7 intelligence
HTTP and HTTPS scanning on a per user or network policy basis with
8 customizable rules and exceptions
(F) Application Protection and Control
Enhanced application control with signatures and Layer 7 patterns for
1 thousands of applications
Application control based on category, characteristics (e.g. bandwidth and
2 productivity consuming), technology (e.g. P2P) and risk level
Custom traffic shaping (QoS) options by web category or application to
limit or guarantee upload/download or total traffic priority and bitrate
3 individually or shared
(G) eMail Protection and Control
eMail scanning with SMTP, POP3 and IMAP support TLS Encryption for
1 SMTP, POP and IMAP
Reputation service with spam outbreak monitoring based on Recurrent-
Pattern-Detection technology
Block spam and malware during the SMTP transaction
Second independent malware detection engine for dual-scanning
File-Type detection/blocking/scanning of attachments, Detect phishing
5 URLs within eMails
eMail archiver, should have an option for eMail encryption without adding
6 any extra cost
Spam quarantine digest and notifications options, Self-serve user portal
7 for viewing and releasing quarantined messages
DLP engine with Pre-packaged sensitive data type content control lists
8 (CCLs) automatic scanning of emails and attachments for sensitive data
(H) Web Application Firewall Protection
Protection against Reverse proxy, SQL injection protection, Cross-site
scripting protection
URL hardening engine with deep-linking and directory traversal prevention
Solution should support HTTPS (SSL) encryption offloading, Cookie
3 signing with digital signatures
Should support Path-based routing
Reverse authentication (offloading) for form-based and basic
5 authentication for server access
6 Virtual server and physical server abstraction
Integrated load balancer should spread visitors across multiple servers
)] Advance Network Protection & Integrated Sandbox Protection
High-performance, next-gen IPS deep packet inspection engine with
1 selective IPS patterns for maximum performance and protection
Advanced Threat Protection (Detect and block network traffic attempting
to contact command and control servers using multi-layered DNS, AFC
2 and firewall)
Complete reporting on all suspicious file activity, including detailed
3 sandbox analysis results, targeted attack protection, visibility and analysis

Blocks evasive threats with granular, incident based reports
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Inspects executables and documents containing executable content:
Windows executables (including .exe, .com, and .dll); Word documents
(including .doc, .docx, .docm and .rtf) PDF documents and more

5

Dynamic malware behaviour analysis should run files in real
6 environments

Deep forensic reporting — should accelerate response to advanced
7 threats with simple incident-centric breach analysis

Comprehensive environment coverage including Windows, Mac and
8 Android
(J) Logging & Reporting
1 Dashboards (Traffic, Security and User Threat Quotient)

Applications Report (App Risk, Blocked Apps, Web Uses, Search Engines,

Web Servers, FTP)

Network & Threats Report (IPS, ATP, Wireless, )

VPN Reports, eMail usage and protection Reports

Compliance reports (HIPAA, GLBA, SOX, FISMA, PCI-DSS, NERC CIP
5 v3 and CIPA)

Report scheduling to multiple recipients, Export reports as HTML, PDF,
6 Excel (XLS)
(K) Certification

The OEM should be certified EAL4+ and also have any one of the following

additional certifications; Common Criteria/NDPP/NSS/ICSALab certified
1 (please submit proof in BID for minimum two certifications/passing test)

The OEM should have IPv6 Ready Logo/certified (please submit proof in

BID)

The OEM should have BIS certification (please submit proof in BID)

The bidder or the OEM of the offered products must have ISO 9001:2015
4 | certification

License: 3 years subscription including IPS, web filter, Apps filter, ATP,

Gateway AV, eMail protection, web & application firewall with cloud
5 sandbox protection. 24X7 support service should be available.
(L) Warranty

Three years' 24x7 Warranty from the OEM with TAC Support for all

hardware appliances from the date of issue of Final Acceptance Test
1 Certificate (FAC)

Any software upgrades, updates and installation on-site should be made
2 available free of cost during warranty period
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Whether document

NS(I).. Description attached. Please
indicate Yes/No
Documents such as Work/Purchase Order and Completion Certificate
1. | from clients as a proof of Experience of at least three years of carrying out
similar works to organizations as stated in the qualifying criteria
5 List of Clients with complete name, address of the firms and telephone no.
" | of the contact person therein.
3 No litigation Certificate / Declaration.
Specific authorisation of Original Equipment Manufacturers
4.
Certificate of the Original Equipment Manufacturers regarding authorised
distributorship/reseller/service provider and having a registered after
5. | sales service set up at KOLKATA to handle Guarantee & Warranty
obligations and after sales services (With officials/residential address and
phone nos.)
Detailed and signed list of Guarantee/Warranty services / spares / calls /
6. | maintenance covered under warranty (comprehensive/limited etc.) duly &
unambiguously explained.
7 Complete product Brochures detailing specification et c. in original

regarding items tendered for.
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ANNEXURE — “B”

STRUCTURE AND ORGANIZATION

1. Name of the tenderer (in Block letters)

(a) Designation

(a) Trade Name (in Block letters)

(b) Name of Proprietor / Partners / Directors (in Block letters):

2. Address:

3. Telephone / Mobile No.:

4. E-mail ID:

5. Name of the Bank (in Block letters):

6. Branch Name:

7.1IFSC

8. PAN (Enclose self attested photocopy):

9. GST Registration No. (Enclose self attested photocopy):

I/We hereby declare and affirm that I/'we have read and understood the terms and conditions
of the contract as stipulated in the tender notice No. IIFT(K)/IT/UTM/2021-2022. Accordingly,
I/ we accept the terms and conditions and hereby offer the rates for Supply, Installation,
Testing & Commissioning of Unified Threat Management (UTM) in Indian Institute of

Foreign Trade at Kolkata as per technical specification.

Signature

Name of the tenderer

Date:

Official seal of bidder
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FINANCIAL BID

(Tender for Supply, Installation, Testing & Commissioning of Unified Threat

Management in Indian Institute of Foreign Trade at Kolkata Centre)

» The offer with rates for the schedule of requirements of items, as elaborated under, to be
submitted. The following quoted price of the item is inclusive of all taxes, duties, levies,
fright, forwarding & installation or any other charges:

Item

Total Amount

No. Description Qty. (in Rs.)
UTM with Unlimited user licenses with 3 years
comprehensive onsite warranty and value
subscription including licensing of services viz. Gateway 01

1. | Antivirus, spyware, web / URL Filtering, content and no

application filtering and IPS etc. (License period will start
after activation) with 24x7 support as per the technical
specifications mentioned in “Annexure - A”.

Total Amount in words:- Rupees

Mention OEM & Model:-

Date:

Signature of the Authorized Signatory:

Name:

Designation:

Seal of the Firm:

DECLARATION

I hereby certify that the information furnished above is full and correct to the best of my
Knowledge. | understand that in case deviation is found in the above statement at any stage,
the concern shall be blacklisted and shall not have any dealing with the Department in future.

(Signature of the Authorized Signatory with date & stamp)
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